ber defense capacity building
Republic of Macedonia

_lec bendaroska

Ohrid, August 2015



» Cyberspace presents new opportunities and

challenges for states and the internatione
community, while creating policies in differen
areas of social life. |

Ic and private organizations
vledge cyber attacks are one of
and high impact risks they f



» Staying protected against cyber-security
threats requires all users, ranging from
children and their parents to the mos
sophisticated users, to be aware of the ris
and improve their security practices on a

going basis.

lable fact > cyberspace is nc
/here anyone can co




* |nternational Law principles do apply in
cyberspace (but, not a universal view in the
world!)

Everyone should be able to access the Internet
and to an unhindered flow of information

importance of all stakeholders in the Ir
ance model




e By completing the Digital Single Market, Europe
could boost its GDP by almost 500 billion euros &

2013 Eurobarometer survey showed tf
most a third of Europeans are not confider
ir ability to use the internet for banki




In his Artic

the world’s one hundred
10mies”  are



2 money is allocated
around the world

1:an by all the
he planet in



MODERN THREATS
ARE HYBRID:

some states,
terrorists, criminals,
insurgents, religious
extremists

ONLY A FEW
SECURITY CONCEPTS
COULD PARTIALLY
BE APPLIED TO
COUNTER THEM
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Process of hnologica
Globalizatior developmen

Our World Is Changing Rapidly
and Is Increasingly Challenged

Influenced by Everything We Do—and Don’t Do



http://www.esri.com/news/arcwatch/0307/feature.html

Rise of the p ~and corporate

economy...

Networks of systems and services...

Improved communications: internet and
digitalization



National Security

Globalization and technology-double edge sword?



Gl nia

As the rest of t
“paradox of moderni

s facing

...The more we depend on
internet and modern technology
the more vulnerable we are...
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political and security dynamics
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Ma the
com ems

> 68.
access

>  93% of entéfbrlses with 10 or
more employees have internet access

» Internet connectivity via mobile broadband
connection is growing too, at a pace of 4%

as compared to 2013

e Internet



of
Ith,

’)

* Nationa nia’, e-
education, t - e-business, e-
government and Information  Security,
developed by the Ministry of Information

Society (since late 2009)



st

Infrastructure

National Cybersecurity Strategy



In November 2005 Macedonia ratified an
Additional Protocol to the Convention



Law on E-Co _ _
law on Electronic Management
Code of Civil Procedure

Law on Electronic Data Form and Electronic
Signature

Law on Personal Data Protection
Law on Free Access to Public communications
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For crisis
MERETE
The Minist
ne Ministry of

T
The Protection and Rescue Directorate
The Crisis Management Centre

T

ne Ministry of Transport and Communication

The Directorate for Protection of Classified
Information

The Ministry of Environment and Spatial Planning



Computer Emergency Response Team (CERT)
(since 2012)



Tea
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= A pol
Identification, d
answers to co ldents

" To take proactive measures: to prevent or
mitigate the consequences of possible
damages ( continuous monitoring and
issuing security alerts; dissemination of
relevant information; raising public
awareness of the importance of
information security )

nitoring,
etermining



T ging

vulnerabi

nal information
reness among citizens

" Provider of s
security culture and r

* |dea to form the MKD-CIRT as part of the Agency for
Electronic Communications

** No Team has been formed till today!



egy!

e An 3 of a

rogress —
by a Worki ‘members from
the Ministry o ry of Information

Society, Ministry of Health, Ministry of Defence
and Ministry of Education ( proposed and

financed by the United Nations Development
Programme)



v’ Measur bercrime
suppression

v Establishing and improving a system for
preventing cyber attacks

v’ Managing incidents caused by cybercrime



non-tra ignificant
results so

Important refor ning the national
framework with the EU’s and NATO’s policy
have been initiated, such as the adaptation of
the legal and policy framework for
cybersecurity, the establishment of a national
corresponding body and the development of a
National cybersecurity Strategy.



Mace s for
fosteri s and
innovat

(establi

v’ There is a ne easures for the
defense sector efinitions on cyber
resilience, cyber- enabled terrorism, hybrid war, cyber-
warfare

v’ There is a need of introducing and developing a
cybersecurity culture, followed by educational
campaigns and raising public awareness

v We have to think towards securing and protecting
cyber space more at a regional scale



