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How Technology is 

Shaping the Battlefield?
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How Technology is Shaping the Battlefield

- Land War -
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How Technology is Shaping the Battlefield

- Sea War -
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How Technology is Shaping the Battlefield

- Air War -
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How Technology is Shaping the Battlefield

- Space War -
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How Technology is Shaping the Battlefield 
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How Technology is Shaping the Battlefield 

Five Domains

• Land

• Sea

• Air

• Space

• Cyberspace

• …?!
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Drones
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Robotics
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AI and Robotics
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DNA: Genetic weapons / Ethnic bioweapons
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Nano technology
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Micro Drones Killer Arms Robots

https://www.youtube.com/watch?v=TlO2gcs1YvM
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Micro Drones Killer Arms Robots

https://www.youtube.com/watch?v=TlO2gcs1YvM 18AI, Machine Learning and Deep Learning
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Will we ever become second most intelligent 

being on the planet?!
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AI/ML/DL as a Cyber 

Defence Mechanism 22

AI/ML Current state in Cyberspace
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AI/ML Current state in Cyberspace

Current State:

Offensive mechanisms with very 

limited abilities (i.e. poisoning 

ML systems/ spam filters) 24

Micro Drones Killer Arms Robots

https://www.youtube.com/watch?v=TlO2gcs1YvM
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Will we ever become second most intelligent 

being on the planet?!
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Will we ever become second most intelligent 

being on the planet?!
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Find the Weapons  Facility
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31

IoT Threats

https://www.privateinternetaccess.com/blog/2019/04/heres-how-internet-of-things-malware-is-undermining-privacy/ 32

Examples of Cyber Attacks disruptive for the Cyber 

Physical Systems

MIRAI
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IoT as a Challenge

34

Cyber in the Worldwide Threat Assessment

World Economic Forum

http://www3.weforum.org/docs/WEF

_Global_Risks_Report_2019.pdf
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Find the Weapons  Facility

DETERRENCE 36

2019 Military Strength Ranking
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2019 USA Military Power

https://www.globalfirepower.com/countries-listing.asphttps://www.globalfirepower.com 38

How to Show the Cyber Power? - Foggy

https://www.globalfirepower.com/countries-listing.asp
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Digital Battlefield – Who has the Best Offensive Capabilities?
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Visual Cyber-Security: See Attacks On Real Time
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https://gustmees.wordpress.com/2013/05/13/visual-cyber-security-see-attacks-on-real-time/
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State Supported (Governmental) Cyber Attacks 

vs 

Criminal Cyber Attacks
42

Cyber Warriors

43

Cyber Weapons

44

Modern weapons economy

$1.5 to $2 billion

$80 to $120 million

How much does a stealth bomber cost?

How much does a stealth fighter cost?

$1 to $2 millionHow much does a cruise missile cost?

Much CheaperHow much does a cyber weapon cost?

41 42

43 44



8/26/2019

12

4545

Find the Weapons  Facility

Nuclear Weapons Facility Cyber Weapons Facility

Where’s the Cyber Weapons Facility?
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Cyber War
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Cyber War (or Hybrid War)?

August 25, 2019
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Terrorists’ Cyber Attacks
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http://www.digitalattackmap.com/#anim=1&color=0&country=GB&list=2&time=16757&view=map
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Terrorists’ Cyber Attacks

Twenty-year-old Ardit Ferizi

Aka “Th3Dir3ctorY” (“FERIZI”)

50

Terrorists’ Cyber Attacks – Attempts 
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Black Market / Dark Web
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Big Data and NSA
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Big Data and NSA
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Cyber Weapons

Effective

Affordable

Deniable

Features of the Cyber Weapons:
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Challenges with the Cyber Weapons

Expiration!!!
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The Four Pillars for Protecting 

the Cyberspace

Prevention 

and Early 

Warning

Detection Reaction

Crisis 

Manage-

ment

Protecting the Cyberspace
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Reasons for Successful Cyber Attack

• Technical

• People
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Reasons for Successful Cyber Attack
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Find the Weapons  Facility
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Please stop exposing your passwords
6

1

62

Find the Weapons  Facility

Use Sensors!

63

Measures (Technical)

• Increase the number of software vulnerabilities discovered

• Increase the number of vulnerabilities disclosed by researchers to 

software developers

• Increase the speed of patch issuance once developers learn of 

vulnerabilities in their products

• Increase the number of customers that apply patches to security 

flaws once issued by software

• Use Defence in Depth, including different hardware and software 

solutions from different manufacturers.
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Find the Weapons  Facility
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Measures (Other)

• National Cyber Security Strategy 

– Holistic approach considering entire Eco System

• Education/Training

• Increased funding for more secure cyberspace

• Institution / team response to cyber threats

– Teamwork (CERT/CIRT/CSIRT, SOC)

• Information sharing and cooperation (ona national and international 

level)

(EFFECTIVE!!!)

(EFFECTIVE!!!)

66

Where we should be?

• New profile of experts - trained for offensive and defensive 

cyber warfare

• Active (Dynamic) instead of Static defense

• Proactive rather than Reactive defense
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Where we should be?

“We don’t want to be forensics experts. 

We want to catch the enemy before he 

operationalise the exploit”

68

Thank you for your attention!

Questions???

Dr. Sc. Mitko Bogdanoski, Associate Professor, Lt Colonel
Military Academy “General Mihailo Apostolski”
mitko.bogdanoski@ugd.edu.mk

mitko.bogdanoski@mod.gov.mk

mitko.Bogdanoski@c3initiative.com

Dr.Mitko.Bogdanoski@ieee.org
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