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Security of Information: 

A Sine Qua Non Prerequisite

for a Resilient Security System



Security of Information:

The practice of preventing unauthorized access, use, disclosure, disruption, 

modification, recording or destruction of information (INFOSEC) 



Nowadays the world is more and more interconnected

Our personal, public or relationship life are based on communication & 

knowledge

This situation expose our society to malign influence from third parties

Problems of reliability & confidentiality in the comms system and data 

protection (cyber attack)

Problems cannot be solve 100% (no magic solution!)

On going and continue efforts to protect the security system



 Platform and Technology  

 Policies and Procedures 

 Human Behaviour 



Platform and Technology

 National solution?



Policies and Procedure

 Establishment of common-sense policies and practices that will bolster 

security defences 

 Level of access (need to know)

 No personal dispositive!

 Back-up 



Human Behaviour

 80% of problems due to human misconducting 

 Specific education to help understanding the risks and enabling a culture of 

security (mindset) 

 Security awareness training to help people becoming a more integral part of 

defence (protection) organization 



Do not forget traditional ways to work and operate!



Thank You For Your Attention!


